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File  Action View Help
= HEm|

- ]é Oecs-PC

=2 3 Batteries
-;gl Biometric Dewvices
/M Computer

= Disk drives

B, Display adapters

el DVD/CD-ROM drives

% Human Interface Devices
i IDE ATASATAPI controllers

- i IEEE 1294 Bus host controllers
== Keyboards

B Mice and other pointing devices
ﬂ;!l Modems

EI Monitors

-? Metwork adapters

PCMCIA adapt
Ports (COM & LPT)
XZ' ECP Printer Port (LPT1)

My ¥ 9 Y'Y Y YNV TV VY

B SD host adapters

_@_5‘ Security Devices

a Smart card readers

%] Sowund, video and game controllers
B Systermn devices

VY'YV e e

E Universal Serial Bus controllers




5. LTJ@I‘U?LLHS@J PUTY ®%4 Serial Line: COM 10 (Gﬁqazé’faqmﬂﬁuﬁamﬂauﬁ’aLm@%ﬁmm’a'«maumﬂﬂamﬁuma% (hiﬁi"uﬂuéfaa COM 10
WauALASes PC @on SPEED: 9600 tdan CONECTION TYPE: SERIAL Ldean: OPEN

ﬁ PuTTY Configuration @

Categony:

=- 55355i-::n Basic options for your PuTTY session

i - Logging Specify the destination you want to connect to
=I-- Teminal

- Keyboard erial line Speed
e Bell CiOM1 153 Sanedzttaca o4 Se00
- Features Connection type:

= Windaow =) Raw ) Telnet ) Rlogin ) SSH @ Serial
:25:2:::':3 Load. save or delete a stored session
- Translation Sawved Sessions
- Selection
- Colours Diefault Settings feeneaci

= Connection

~Dts

- Procoyr
- Rlagin
= 55H
< Senal Close window omn exit :
0 Alwways ) Newer @ Onby on clean exit
[ About ] [ Dpen ] [ Cancel ]

vunaulunispeuiindaunsalaindlasiagly

Lagsinagingunsalaindldenudu COMMAND LINE %38 WEB INTERFACE
2. dlefinduwuulaundvinisman IP Adilueeuiindaunsaitu IP la - 91ndwvhnsdalusunsumuiadedn 5
nanlug qlunisasuindaindinaliaiunsaldaruy INTERNET 14

1.9nM38A1709 IP ADDRESS ,SUBNET uay GATEWAY

2 dawFenEos VLAN dwinheannld VLAN exls Tasgainuua VLAN a1 ROUTER uwsidglauitlaszld
3 penuuUaIngnayliftenlareiaiesild (MODE ACCESS) fenleltsnilasiadliany (PVID 96) flenlaldauduiionsw
A4d (MODE TRUNK) wieuneufindfioniiliaude fuazineazidoniegnmsneuiinddoly

4 peUTingi304u83 SPANNING TREEE (Jaafun1siingy)

5 AeUTIngATinaNms g (NTP SERVER )

6.ABUTING1309M15¥1 AUTENTICATION wag TAC+ (Hunstudumnunouiiazitudly CONFIG 16)
7 AeuTindi3eaues USER way PASSWORD (Yesiuyanadulsianusaidunudly CONFIG 1¢)
g.aoufindlaweasidlanunsawmaiinanmeusniuundeindla (aglyldans CONSOLE)

9 ntunsFBUANLgNFasaINIAeuTindlas eyl

9.1 fion (UP-LINK) flenillfifeudesswinaindiuaindvioaindiuiiunes

9.2 Wenfateslinta 1e30efid insaltin nioduq

9.3 fonfiflgunsnilfaneuniTosio (ACESS POINT) wie gunsafldaeuse (HUB)
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Figure 12 Front Panel (G52200-24P)

LEDs
N Console Port

PoE Ethernet Ports Dual Personality Interfaces

U 1.1.1 aadng ZYXEL Ju GS2200-24 PORT

Figure 13 Transceiver Installation Example

Figure 14 Connecting the Fiber Optic Cables

U 1.1.2 meegnan1sldan MODUE wazaneuiinliouse

Figure 15 Remowving the Fiber Optic Cables

U 1.1.3 awiegnenisenianldeau MODUE uaganeuinidonsie

4

2.1N5MUUAATIUNTS ABUTNG 52U IP MULBNENTLUU

q

afault Login Details

IP Address  http://192.168.1.1
User Name admin
Password 1234

3 @aRonnausitA3oIzAouTing Ll dunaieatu IP DEFAULT SWITCH
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29177 Set IP Address Tli]{ll,ﬂ‘ii]ﬁﬁﬁ]ll‘ﬂ’] Lm’:’]ﬁ

Search for Computers. .. 1. iamsadnanil My

Map Network Drive. .. St o R 'ﬁ.
Disconneckt Network Drive. .. ' e, S
Properties

Create Shorbcut
Delete
Rename

: . s >
File Edit View Favorites Tools Advanced Help .t
@Back - @ - ﬁ : pSearch E Folders -
Address- & network Connections E Go
“ | LAN or High-Speed Internet
Create a new
B femteen ﬁ (sealiare Canneebie=
Set up a home or small Status
aoffice network. 4 N

& Disable this netwaork

device Bridge Connections
& Repair this connection

@l Rename this connection
&) View status of this

connection 2
@ Gz )
connection _’d

:a'h{hﬁﬂ,uul Area Conmerction
wAIAANYINGDN Properties

Create Shortcut
ll elete

Other Places 2)

3 Control Panel
&g My Hetwork Places




L Local Area Connection Properties 2 JEd

General Au%lmticdim | Advarme-:i

Connect using:
| B9 |IntellR) FRO/100YE Metwork Connection

| Eﬂﬂigue.., I
Thiz connechon uzes the followng items:

W %= N'wLink NetBIOS |

[ install Jeal Q_Popetes D | g e ymitlvieani
Drescription i “F--. :
Transmssion Confol Protocol/Intemet Protocol. The default Properties

protocol that provides communication
rconnected nebworks,

wide area net
across diverse |

[*] Show icon n notfication area when connected

T

| ok || cancel |

3. 1¥itd8an#i Internet Protocal (TCP/IP

Internet Protocel Version 4 (TCP/IPv4) Properties m

General

You can get IP settings assigned automatically if yvour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

| (") Obtain an IP address automatically l
@) Use the following IP address:

IP address: 192 188 . 1 . 3
| Subnet mask: P55 . 255 .255. O
u

Default gateway:

] Obtain DMN5 server address automatically

@ Use the following DMS server addresses:

Preferred DMNS server:

Alternate DMS server:

| [T validate settings upon exit |

o< J[ concel |




d.ntumaaeulaensUslUf 1P DEFAULT 192.168.1.1 i1amewmsel

C:\Users™\Ocs>ping 192.168.1.1

Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: hytes=32 time=3ms TTL=254
Reply from 192.168.1.1: hytes=32 time=1ms TTL=254
Reply from 192.168.1.1: hytes=32 time=28ms TTL=254

Reply from 192.168.1.1: hytes=32 time{ims TTL=254

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (B
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = 28ms, Average = bnms

5. 1 UAAUUI WS IE wdfiuw IP 192.168.1.1

(@ hitp://sanook.com/ - Windows Internet Explorer

(_) \__‘, [&] ntep/192168.11 NESE

i.r Faverites | 95 €| Suggested Sites ~ & | Upgrade Your Browser ~

¥ Connecting... Wi v~ B v = @ v Pagew Safe

Windows Security i

The server 19216811 at G52200 at Thu Jan 1 01:29:17 1970 requires a
username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

e il ‘ Vser name ‘
M‘ ‘ Password ‘
J

Remember my credentials

oK || Cancel
| Y] o v =] a sy v
6. Td USER fiu PASSWORD #ilvisinanngilevesaingilviin
@ hitgs/fsanookecom/ - Windows Internet Explorer
(_/\7/ [&) rtpir192168.1.1 ~[e[x]|
- Favorites | 5. ) Suggested Sites ~ . Upgrade Your Browser v
} Connecting BB 2 m -
Windows Security |t

The server 192.168.1.1 at 652200 at Thu Jan 101:20:17 1970 requires a
username and password.

Warning: This server is requesting that your usemame and password be

sent in an insecure manner (basic zuthentication without a secure
connection).

| | admin |
L@ﬁjw \ |

Remember my credentials

ok || concel




7. asdnguihvesaing ZYXEL - GS2200 fagy
Figure 19 ‘Web Configurator Home Screen for G52200-24P (Status)
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12 Cimar ETOP o Dizabled o o [ o0 oo 0:00:00
A i3 Crormr ETOF o Dizabled o o [ oo oo 0:00c00
14 Crorsrs ETOP o Dizabled o o [ oo 0o 00000
15 Cioem 5TOP o Disabied ] ] [ oo oo 0:00:00
16 Cirws ETOP o Cizabled ] o [ oo oo 00000
il (=15 ETOR e ] Disabled (1] o [ o0 o0 0:00:00
i} 1 008AF FORWWARDING o Cizablad 136 228 L 30.874 11527  D01:4S
19 i ETOP o Dizsbiled o ] [} oo oo 000000
a0 Drorwr ETOP on Dizabled o o L oo oo 0:00c00
21 Crorar ETOP o Dizabled o o o oo oo 000000
il (=15 ETOP o Disabled (] ] [ oo oo 0:00:00
23 Chorwiy STOP o Cizabled o o [ oo oo 00000
24 (=2 ETOR L= ] Dizabled (1] (] [ o0 o0 0:00 00
25 Do STOF - Diz=abled n o [ oo oo 0:0x0n
28 D ETOP - Dizstiled o ] [ o0 oo 000000
g Drowr ETOF - Disablad o o [ oo oo 0:00c00
28 Crorars ETOP = Dizabled o o [ oo oo 000000
& Any
Clear Counter I
 Porl
o v 1Y) a & A o v
8. M?‘U@%ﬁﬂﬂiuﬂ?iﬂ@u‘Wﬂ‘?ﬁ]%ﬂ@@ 4 MYD
Table 4 Mavigation Pangl Sub-links Qverview
ADVANCED
BASIC SETTING IP APPLICATION MANAGEMENT
APPLICATION
G52200-8/24 MENU




9. 15u91nM5LABY PASSWORD

Click Management > Access Control > Lnglns to display the next screen.

Figure 20 Change Administrator Login Passwaord
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10. n15&519 VLAN Tiruaing
Figure 22 Initial Setup Metwork Example: VLAN
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35U 10.1 wanansigeusosening ddndiuaing tngld VLAN Wourfiy

1 Click Advanced Application > VLAN in the navigation panel and click the Static VLAN link.

L) VLAN Status ____J VLAN Port Semting ([ Static VLAN )
WLAN Search by WD I Saarch
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Il win Eapsed Tiena Staliss
1 1 49:08:49 Static
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2 In the Static VLANM screen, select ACTIVE, W T TR ) VLA e
enter a descriptive name in the Name figld o H
and enter 2 in the VLAN Group ID field for Hame: [Ezameic
the VLAN2 network, VLAN Grows K E
P Conal Taning
J Lomal = E Tl
[ | [ &) Ll ™ P 0 rm ] T:Tsﬂ.ﬂ ’
3 # pgmal © Faed © Forhadden F T Taging
1 ® romal il © Forbgen F TaTagging
4 F Farmal  Faed T Forbadden F TaTagging
5 & moimal ' Faed ' Foitudden F T Tagging
[ & pamal = Fapd € Forbwdden F Tx Tagging
7 # pamal © Faed © Forbadden F T Tagaing
L] F Farmal T Faed T Forbidden I TaTagging
[£ q T Tagh ing
| | Bomcel || Gem |

3 Since the VLANZ2 network is connected ta port 1 on the Switch, select Fixed to configure port 1 ta
be a permanent member of the VLAN anly.

4  To ensure that VLAN-unaware devices (such as computers and hubs) can receive frames properly,
clear the TX Tagging check box to set the Switch to remove VLAN tags before sending.

5 Click Add to save the settings to the run-time memoaory. Settings in the run-time memaory are lost
when the Switch'’s power is turned off.

11. 9% PVID vaausazianliaiuisaldaru INTERNET 1
Figure 23 Initial Setup MNetwork Example: Port VID
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VLAN in the navigation panel. Then
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11. MuuAAIYaY IP ADDRESS ,SUBNET way GATEWAY MATEDINNg

Figure 24 Initial Setup Example: Management [P Address

R
192.168.1.x 192.168.2.1

-

Click Basic Setting > IP Setup in the navigation
panel.

Configure the related fields in the IP Setup
screen,

For the VLANZ2 network, enter 192.168.2.1 as the
1P address and 255.255.255.0 as the subnet
mask.

In the VID field, enter the ID of the WVLAN group to
which you want this management IP address to
belong. This is the same as the VLAN ID you
configure in the Static VLAN screen.

Click Add to save your changes back to the run-
time memaory. Settings in the run-time memory
are lost when the Switch’s power is turned off.

12. NM3ivuAA1ved VLAN lunsiasfiosdialranunseldauls

Go to Advanced Application > VLAN > Static VLAN, and create a VLAN with ID of 100. Add
ports 5, 6 and 7 in the VLAN by selecting Fixed in the Control fizld as shown.
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Deselect Tx Tagging because you don’t want outgoing traffic to contain this VLAN tag.

Click Add.
Figure 26 Tutorial: Create a VLAN and Add Ports to It
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3 Goto Advanced Application > VLAN > VLAN Port Setting, and set the PVID of the ports 5, &
and 7 to 100. This tags untagged incoming frames on ports 5, & and 7 with the tag 100.

Figure 27 Tutorial: Tag Untagged Frames
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13.n1580A7 VLAN Tpedesszysieindusia

2 Goto Basic Setting > Switch Setup and set the VLAN type to 802.1Q. Click Apply to save the
settings to the run-time meamary.

Figure 33 Tutorial: Set VLAN Type to 802.1Q
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7 Click Add to save the settings to the run-time memory. Settings in the run-time memaory are lost
when the Switch’s power is turned off.

Figure 34 Tutorial: Create a Static WLAN
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Click the VLAN Status link in the Static VLAN screen and then the VLAN Port Setting link in the
VLAN Status screen.

Figure 35 Tutarial: Click the VLAN Port Setting Link
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Enter 102 in the PVID field for port 2 to add a tag to incoming untagged frames received on that
port so that the frames are forwarded to the VLAN group that the tag defines.



10 Click Apply to save your changes back to the run-time memory.
Figure 36 Tutorial: Add Tag for Frames Received on Part 2
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11 Click the Save link in the upper right corner of the web configurator to save your configuration
permanently.

15.Fmeniinly

Use this screen to configure general settings such as the system name and time. Click Basic
Setting > General Setup in the navigation panel to display the screen as shown.
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Erul Dade I- d I"'.,-!.=|'.|-\.l:.-' ﬂ of |-J;| LAy ;4 al Il. ao ﬂ
It will take 60 seconds if thine sender is unreachable.
Apphy I Cancal I

The following table describes the labels in this screen.

16.1519nA w83 IP ADDRESS SUBNET GATEWAY

The Switch needs an IP address for it to be managed over the network. The factory default IP
address is 192.168.1.1. The subnet mask specifies the network number portion of an IF addrass.
The factary default subnet mask is 255.255.255.0.



Figure 44 Basic Setting > IP Setup
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The following table describes the labels in this screan.

17. nMsdndndianldanu

Use this screen to configure Switch port settings. Click Basic Setting > Port Setup in the
navigation panel to display the configuration screen.

Figure 45 Basic Setting > Port Setup
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The following table describes the labels in this screen.



18.m3a$19nguvae VLAN

Use this screen to configure and view 802.1Q VLAN parameters for the Switch. To configure a static
WVLAM, click Static VLAN in the VLAN Status screen to display the screen as shown naxt.

Figure 53 Advanced Application = VLAMN > Static WLAN
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The following table describes the related labels in this screen.

19. N154¥% SPANNING TREE

Use the Spanning Tree Configuration screen to activate aone of the STP meodes on the Switch.
Click Configuration in the Advanced Application > Spanning Tree Protocol.

Figure 70 Advanced Application > Spanning Tree Protocol > Configuration
] res Lantiguration Status

& Rapid Spanning Tree
Spanning Tree KMode e Mulliple Rapid Spanning Tree
" Multiple Spanning Tree

Apply I Cancel

The following table describes the labels in this screen.

20. N340 TACACS+ wazn15tdsn AUTHENTICATION



TACACS+ Server Setup

Use this screen to configure your TACACS4 server settings. See Section on page 183 for more
information on TACACS+ servers. Click on the TACACS+ Server Setup link in the AAA screen to
view the screen as shown.

Figure 118 Advanced Application > AA4% > TACACS4+ Server Setup
[ @ [ALALSY Server Setup AAA
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The following table describes the labels in this screen.

AAA Setup

Use this screen to configure authentication and authorization settings on the Switch. Click on the
AAA Setup link in the AAA screen to view the screen as shown.

Figure 119 Advanced Application > AAA4 > AAA Setup
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RADIUS Server Setup



the authentication features an the Switch. Click on the RADIUS Server Setup link in the AAA
screen to view the screen as shown.

Figure 117 Advanced Application > AA# > RADIUS Server Setup
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The following table describes the labels in this screen.

Configuring SNMP

Use this screen to configure your SNMP settings.
Click Management > Access Control > SMMP to view the screen as shown.

Figure 172 Management > Access Control > SNMP
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The following table describes the labels in this screen.



23.
You can specify a group of one or more "trusted computers” from which an administrator may use a

service to manage the Switch. Click Access Control to return to the Access Control screan.

Figure 177 Management > Access Control > Remote Management
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The following table describes the labels in this screen.

Remote Management

v 3 1
24. HEAIVDIAVDINDARNNE)

To view the port statistics, click Status in all web configurator screens to display the Status screen
as shown next.

Figure 38 Status {GS52200-24)
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Status: Port Details

Click a number in the Port column in the Status screen to display individual port statistics. Use this
screen to check status and detailed performance data about an individual port on the Switch.

Figure 40 Status = Port Details
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25. YayasEuy

System Information

In the navigation panel, click Basic Setting > System Info to display the screen as shown. You
can check the firmware version number.

Figure 41 Basic Setting > System Info
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26.483av83 VLAN

VLAN Details

Use this screen to view detailed port settings and status of the VLAN group. Click on an index
aumber in the VLAN Status screen to display VLAN details.

Figure 52 Advanced Application > VLAN > VLAN Detail
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27.uanstaya nsin SPANNING TREE

Spanning Tree Protocol Status Screen

The Spanning Tree Protocol status screen changes depending on what standard you choose to
implement on your network. Click Advanced Application > Spanning Tree Protocol to see the
scresn as shown.

Figure 89 Advanced Application > Spanning Tree Protocol
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This screen differs depending on which STP mode (RSTE, MRSTP or MSTP) you configure on the
Switch. This screen is described in detail in the section that follows the configuration section for
each STP mode. Click Configuration to activate one of the STP standards on the Switch.
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