Securing your Digital Assets

CAT cyfence

CAT Telecom Public Company Limited.

4

usun nan TnsAuunAu $ria (UKsu) CAT TELECOM PUBLIC COMPANY LIMITED
http://www.cattelecom.com



CAT cyfence Agenda

Securing your Digital Assets

o Wl UAMNNUAYLRRANEURITEULLASAAIYLAZRISAULNA
e SZUUUSTWITAANITAMNNNUAILRDANEUDITEULLATRANYNY LU AU Y

¢+ NSMALALAAIUANNNUAILRBANEFTELLILATATIEUALRITRULNA

usun nan TnsAuuAl $ifa (uksu) CAT TELECOM PUBLIC COMPANY LIMITED

http://www.cattelecom.com




CAT cyfence Agenda

Securing your Digital Assets

a 'y
ﬂ{]‘lﬂN'\EWlLﬂEI'J‘II@\?

1 a -9 o a © a
~ W5Y). mé’qmﬁmmuuﬂmﬂnﬂ"lumsmqinsiuwmamnm@uné 2553
— WS, 7MA8N1SNSEVNAMNRALNEINUAANNIARS N.A. 2550

~ NWT. NMINAIUIANINNITUTUITAANITNIATT

1 mg'mfé"maq

NISWAIUILSUITAANITTEULRNTRULNALALNNISIINUALA

Site Reference

usun nan TnsAuuAl $ifa (uksu) CAT TELECOM PUBLIC COMPANY LIMITED
http://www.cattelecom.com



FI:RT cyfence

‘Securing your Digital Assets

(- >4 > | ¥

NIETITUTUTURA PILFTINTTNNIN

o o

A Y
ﬂ{]ﬁu1ﬂﬂ!ﬂﬂ')mﬂ\1

=
WZTITNG BN
1 ¥ a [ >4 o
MpaganIsuuudaannalunisii
ganssumedannsaiing 1l 2553
EasgaulunslinEnis 1)

WS U RINAIENITNTEVINAMNEA

LNEINLAANNILADS 2550

usn nan InsauunAu $ida (uksu) CAT TELECOM PUBLIC COMPANY LIMITED

http://www.cattelecom.com




CAT oyfence (PNF.) MINANANNIN

Securing your Digital Assets

—— NMIUIMNIIANININGG

AdoMesUI19AIF3Q
msdcuunAnINWNSUSKIsYanmsn1ASy
< Doudsannu wa. 2554

AAUSITNITAEADINTELLLTUITAMNLA IS
maqezuugmil’m;!au,azmmulmﬁ

AQATNAN AN NNS.
Policy
* Access Control
* Backup (DR-site)
* Contingency Plan
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(Asset Management) (Information Systems Acquisition, Development and Maintenance)
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(Physical and Environmental Security) (Business Continuity Management)
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* Policy
 Risk Assessment

 Contingency & DR Site

usun nan TnsAuuAl $ifa (uksu) CAT TELECOM PUBLIC COMPANY LIMITED
http://www.cattelecom.com



CAT cyfence Policy

Securing your Digital Assets

«  NISLININUTAAILANNSG LT URNTAUNA

¢ ARINNTTUUAITAUNALAETTULRNTDIUDIRNTA U ATIDE LUANIWNS BN L TU

. ARYNuAULATENANNNSaNNsaianRUlunsUn Ll NITaALENNNSA2ERENITNIN
a @ a ¢ a v v % a &
alanvsaindiva liginnsa liussawmAlamulnaagiesaiiias

e NSASAIAADULAZUSTELNUANMNIFLIATURAISRULNADLNNFNAND

. ild - WANITIIAUANNNUAILADANE
g N . ADNUNITUANRANNNUAILABRANE
. ANSUaElEu

a o < aY 1 ee ¢ = ' a
. AUNSNd nldnatlszasAvizaliaiannan
+ MSLUNDNUTAAILANNIS LN URITAULNA

¢ ANMNNUAYURDANYATURISAULNA

usun nan TnsAuuAl $ifa (uksu) CAT TELECOM PUBLIC COMPANY LIMITED

http://www.cattelecom.com




CAT cyfence Pollcy

Securing your Digital Assets

BN UR

[ 3 d‘f L%
nrinenaNdRaUsande
MEETUNTENTMRaS F L INED

n1zaruRuniadafiazuy
\wiadeliane (Wireless) manununadieen

e gudwaluladansmume

uazn1IdosnT (An.)

(]
29AUSYNIUVDY
uleune

MMTIHUTEUUATTIRS WD Tilin o

wazaavueSiiinnTolind (E-mall)
nmanuRunsdiia

n1eldaruistoansufianadduyans sruuwmalulalaisauine

(Personnel Computer)
wasapUAnDINNNT o

ATIATUANMLIYITUNIEUDN
(Notebook Computer) o 1

WD ITEUUWALULAE AT AUNALBENITADATS

usun nan InsAuuAu $ifa (UKitu) CAT TELECOM PUBLIC COMPANY LIMITED

http://www.cattelecom.com




p [ ] [ ]
F{Y' cyfence Basic Policy
ecuring your Digital Assets

e TR,
N155NENANNNUAYURanAtss UL ATUIAERISAULNA
(Y3 a & a o
N5 M9 UAANNILDLANNTBUNS
NIFAITHARIUNISLEIIINTELLUALTBYARIULAAR

n15UasiuAEANAINAINNITUNINNNNILNINUASRILIARDN

L4 v L L L 1
nsknuldsunsailasnunaanaaainlafauaznisyngneng g

n15tlagaslnd Operating System LLAZ Application Software
n1sd1sastaya
NaANAINANINUTLSUNTH IM (Instant Messaging)

(74 a ¢ &
N9 M UDULABTLTIA ( Internet Explorer)

usun nan TnsAuuAl $ifa (uksu) CAT TELECOM PUBLIC COMPANY LIMITED

http://www.cattelecom.com




A
&ﬂl&f}&’:ﬂlﬁﬁ Guideline for Security Audit
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® Open Source Security Testing Methodology Manual (OSSTMM )
® Open Web Application Security Project (OWASP)
® Certified Ethical Hacker (CEH)

® Rapid7

https://www.owasp.org/index.php/Category:OWASP_Testing_ Project

http://www.eccouncil.org/certification/certified_ethical hacker.aspx

http://www.rapid7.com/company/

http://www.gartner.com/technology/about/policies/usage_guidelines.jsp
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Action
" Vulnerability Assessment

¥ Penetration Test
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Vulnerability Assessment
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Penetration

External Scan
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Penetration Test
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Securing your Digital Assets

Incident

Time Line

Incident Response

Within minutes to hours

Staff and visitors accounted for Within weeks to months

Casualties dealt with .
Damage containment limitation I Damage repair

Damage assessment I Relocation to permanent place
invocation of BCP Business Continuity of work

I Recovery of costs from insurers

Recovery/Resumption - back to normal

Within minutes to days v

Contact staff, customers,
suppliers, etc.

Recovery of critical business
procesees

Rebulld lost work In progress
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PYUABUNITANLUUITY (Procedure)
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DR Site « |In House
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Securing your Digital Assets

Secure Log
Management

IT Security

Professional Services

Managed Security
Service
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Secure Remote
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